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» Abstract:

Hot Standby Router Protocol (HSRP) is a
CISCO proprietary protocol, which provides
redundancy for a local subnet. In HSRP, two or
more routers gives an illusion of a virtual
router. HSRP allows you to configure two or
more routers as standby routers and only a single
router as active router at a time. All the routers
in a single HSRP group shares a single MAC
address and IP address, which acts a default
gateway to the local network. The Active router
is responsible for forwarding the traffic. If it
fails, the Standby router takes up all the
responsibilities of the active router and forwards
the traffic. IOT (Internet of things) is where a
few things can be associated together,sensed and
furthermore remotely controlled over the system
. This paper manages the execution of brilliant
home utilizing using Cisco packet tracer
simulator , because this feature include different
kind of sensor and actuator and also having
different types of smart device used for
automation.

* Key words used:

VLAN,SVI interfaces ,HSRP IP Network,
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¢ Introduction:

With the rapid development of Internet, network
application has rapidly increased in college, and
higher stability requirements havebeen put
forward. In order to ensure mutual connections
between terminal device of internal network and
external network based on TCP/ IP protocol in
campus network, and default route must be
configured in these devices (setting static default
gateway). If the default gateway router down,
redundant communication has not defined by
Ethernet and TCP / IP protocol. If default
gateway appears problem, but the host is unable
to automatically switch gateway which results in
mutual disconnect between the internal network
and external network terminal device. Even if
redundant router in the network can serve as the
default gateway of network segments,any
dynamic method can’t make the equipment get
new default gateway address, and HSRPdoes not
cause confusion in IP flow failure transfer and
allow the host use a single router, also router in
the actual first hop failure conditions can
maintain the connectivity between routers.
When host router is down, standby route
equipment timely accept transmitting work. It
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solves the problem of the router switch and
improves the reliability of computer network.
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solves the problem of the router switch and
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FIG -1. Internet of Things

The 10T (internet of things) is a system which is
equipped for interfacing everything to the web
through remote sensor networks.lOT (internet of
things) is made out of two words :web and
things. The IOT innovation usage made a
change in new developments in the fields of
horticulture, industry and vitality dispersion by
including the significant data with the assistance
of various kinds of sensors. As per Cisco
organizing there are enormous number
oforganizations and research associations which

gives the effects of Internet of things on the web
and the economy in the following five to ten
years.

¢ Overview:

HSRP is a router protocol of hot backup. In
order to achieve redundancy of gateway and
automatic switches, Cisco has developed
redundancy protocol based on HSRP, which can
provide a redundancy of gateway. When the
network edge device or access link occurs error,
the protocol ensures that the user can quickly
and transparently restore communications and
provide redundancy and fault tolerance, and
enhance routing function for IP network.
Condition of HSRP is that system has at least
two routers, which forms a group, and main
members of the group are as followed: active
router, standby route and virtual router. At any
given moment, a group has only one active
router that transmits data packets. If the active
router fails, it will choose a backup router to
replace active router. Virtual router has its own
IP address and MAC address, and this network
within the host remains link, which is not
affected by fault effects. So the problem of the
router switch has been solved.

HSRP Versions

The following aretheHot Standby
RouterProtocol (HSRP)versions:

1)HSRPVersionl:-HSRPvlisthefirst
versionoftheHSRPanddefaultversionof
HSRP.Ithasthesefeatures:-
(2)TheHSRPgroupnumbersarefromOto
255.
(b)Sendstrafficon portUDP.
(c)Priorityis0-255withthedefaultofvalue
0f100.
(d)Themulticastaddress224.0.0.2isusedt
0 sendHSRPhellomessages.
(e)Tosendhellopackets,HSRPvlusethe
multicastaddress224.0.0.2whichcan
conflict with
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CiscoGroupManagement Protocol
(CGMP) leave processing.
HSRPv1landCGMPare notenabledatthe
sametimebecausetheyaremutually
exclusive.

2)HSRPVersionll:-HSRP v.2isthesecond
versionoftheHSRP.Ithasfollowingfeatu
res: -

a)HSRPv.2canuseagroupnumberfromOto
4095.

b)Usesa newMAC address range
0000.0C9F.Fxxx,wherexxisthegroup
numberin hexadecimal.

c) Sends traffic on UDP port.

d) Allow md5 authentication.

e)Usesadifferentpacketformatthanversion
1. Thepacketformatusesatype-length-
value
(TLV)format.Version2packetsreceive
dby
anversionlrouterwillhavethetypefield
mappedtotheversionfieldbyversionla
nd subsequentlyignored.

3. 10T:

- -
o ®g e

The present internet of things(IOT) has a
capacity to depict the various sorts articles,
gadgets and sensors to interface with the web.
As a result,IOT is commonly new idea, yet
coordinating systems and PCs to oversee and
control things had existed in this genuine
worldfor around quite a few years. Internet of
things (I0OT) enables items and clients to
speak with one another by utilizing of a novel
IP address to each article to distinguish which
clients are going to getting to what asset of
the system effectively. IOT additionally
depicts a universe of system wherein all

items are associated with the system so
information can be partaken in a system.
Everyone as of now has an advanced cell,
however a telephone isn't savvy rather it
encourages its client to make more intelligent
decisions.also depicts a universe of system
wherein each article is associated with the
system so information can be shared.
Everybody as of now has an advanced cell,
however a telephone is certainly not a
brilliant as opposed to it causes its client to
settle on more astute choices.

4 Statesof HSRP

L.Initial:-Itisthestartingstateofrouterand
indicatesthatHSRPisnotrunning. Thisstateis
enteredviaaconfigurationchangeorwhenan
interfacefirstcomesup.
2.Learn:-ThevirtuallPaddresshasnotbeen
determinedbytherouterandnotyetseenan
authenticatedHellomessage from the active
router.
Inthisstatetherouterisstillwaitingtohearfrom
the activerouter.
3.Listen:-Sincetherouterknowsthevirtual IP
address,butisneithertheactiverouternorthe
standbyrouter.ltlistensforHellomessagesfro
m other routers.

4.Speak:-
Hellomessagesaresentperiodicallyby the
routerandareactivelyparticipatinginthe
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| r/doesnothavea

virtuallPaddress,thenitcannot
enterSpeakstate.

5.Standby: -
Arouterisinaqueueofcandidatesto
becomethenextactiverouterandperiodically
sendsHellomessages. Theremustbeatmoston
e router inthegroupinStandbystate.
6.Active:-Therouteriscurrentlyforwarding
packetsthataresenttothegroup'svirtualMAC
address.TherouterperiodicallysendsHello
messages.Excludingtransientconditions,ther
e
MUSTbeatmostonerouterinActivestateinthe

group.
5. FlawsofUsingHSRP

OnemajordisadvantageofHotStandbyRout
er
ProtocolisthatitisaCiscoproprietaryprotoco
I. Theseconddisadvantageisthatithasalarge
intervalof3secondsforsendingahellomessag
e
i.e.hellopacketsareexchangedbetweentwo
routersforevery3seconds.HSRPdoprovide
redundantgatewaysforfaulttoleranceneither
provideloadbalancingbetweenthosegatewa

ys.

» Campus Scenario:

Topology

HSRP Gateway Addresses
VLAN | Address

17216.1.1/24
10 172.18.10.1/24
2 1721620 11724
30 17216.30.1/24
40 172.16.40.1/24

Int vian 10
172.16.10.3124
Priority 150

Intvian 10
172.16.10.4124
Priority 100 (defautt)

Preempt

Finance
VLAN 30
172,16.30.100124

SQL Server
VLAN 40
172,16.40.10024

Engineering
VLN
172.16.20.100/24

Payroll

VLAN 10 All Switch-to-Switch connections are 802.1q trunke
172461010024

¢ Conclusion:

HotStandbyRouting Protocol(HSRP)isaCisco’s
ownedredundancyprotocolforestablishingafault-
tolerancedefaultgateway.Itallowsseveralrouters
toappearassinglegatewaylProuter.OneRouter
isselectedasPrimaryoractiveHSRProuter.
AnotherRouterisselectedasStandbyHSRP
Routerandremainingroutersareinthelistof
ListenHSRPstate.With the help of this protocol
we have created a HA i.e, High availability,
campus area network which will continuously
flows the traffic even there is failure in active
router . This is the benefit of this protocol. This
venture work is to examine the idea of the
Internet of things and its pertinence in home
robotization setting. Internet of things is another
innovation that is utilized for the interconnection
of the gadgets with the assistance of the web
association.
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